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An Act to cement digital authoritarianism

' ou may say that you want to be
‘Y forgotten bur the state does not want
to forget your™ This chilling argument
for dominance over every Indian’s life was
refectied six years ago, in August 2007, by the
Supreme Court of India in the first Puteswamy
decision. The Court reaffirmed the fundamental
right to privacy while requiring the Unbon
Government to introduce a data protection law in
Parlizment, “as per this judgment~. Instead, in
2023, the country has now got the Digital
Personal Data Protection Act, 203, or the Data
Act. Its provisions, according to Amrita johri and
Anjali Bhardwaj iwho are assoclated with the
Mational Campakgn for Peoples’ Right to
Information and the Satark Nagrik Sangathan),
“threaten the very foundations of transparency
and accountability . And Professor Subhasks
Banerjee (Professor, Computer Science and
Engineering, IIT Delhi), says it “facilitates data
collection and processing by the government and
private entities rather than... data protection®.

Making Indians stand in line
But why did the Dara Act take this shape?

The answer rests in total state control — a
digital leash to yank us and make us stand in line
than serve the preambular ohjectives of the
Constitution of India.

Months after inangurating the “Digital India’
programme in july 2015, Prime Minister Narendra
Modl, who was in Silicon Valley in September
2015, announced that “wechnology is advandng
citizen empowerment and democracy that once
drew their strength from Constitutions™. The
speech reveals a misplaced belief in the curative
powers of techno-solutbonism, and that all our
problems will be fixed by the digital revolution
rather than a transformative constitution. This
dealogy requires a continuous expansion of state
peower that is the result of a de-up berwesn
survellance capital and survedllance welfare.

It is mwost visible in digital public goods builr
with vast state resources and the personal data of
every citizen. These deployments break promises
on defivery, tighten a digital leash and create
fresh problems. Let us take the example of
Aarogya Seti. According to MIT Technology
Keview's “Covid Tracing Tracker”, “India is the
only democracy to make its contact rading app
mandatory... neither the privacy policy nor the
rerms of service for the app were publichy
accessible...” Yes, due o outrage these were
sdded later but the same issue re-emerged with
the online vaccination platform Co-Win. Indians
need to ask themselves to answer this question
honestly: [8d you install Aarogya Setu to traved or
enter a building, or did you use it as a reliable
methed o avold infection? How did it work for
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vou? Quite simply, the state views data protection
a5 being a nuisance to s digital programmes
which is inherent in their architectural design.
Take for example the “Smart Cities Mission™
which at its heart requires an “integrated
command and cantrol centre” to gather real time
data of residents and pool it in darsbases. It has
missed its twio deadlines from June 2021, and has
been extended by three years to June 2024
Indians need to answer this question honestly:
While there are more cameras that watch vou and
LED atrips on the roads and metro stations, do
our cities feel any safer or smarter?

Then there are more direct measures for mass
survelllance thar dispense with any camouflage.
Examples are the tender in 2008 for a “social
media communications hub” which wanted to
“create a 360 degree view™ over your social
media accounts for moubding “nationalistc
feelings". Or, a tender on June 28, 2009 to build a
“National Automated Facial Recomition System™
a5 the worlkd's Largest facial recognition system. In
one way or other, all these projects are granted
legal sancrity throwgh exceptions under the Data
Act_ Rather than protecting the ordinary citzen,
the Act prescribes duties such s “not to suppress
any matertal information while providing her
personal data for any document™. It imposes
fines jup to 000000 on at-risk groups of
religious, caste, gender and sexual minorities,
that might provide incomplete or incorrect
information for their personal safety.

Thinking by the government

According to the government, there is scare
muongering in the country. Instead, we should
trust it with our privacy as the Data Act is a new
social contract to participate in a digital society.
Given the vague nature of the Data Act, it will
appeal more to a partizsan than & constitutionalist
since trust is hased on allegiance of a favoured
political ideology than a rights-hased law. It has
also been argued that with experience, the Data
Act will improve over time. This is magical
thinking as it mores the democratic backsliding
in a digital India. Several recent pleces of
legislation create databases that fit an
authoritarian frame containing the intimate
details of Indians and their Eamily units. This
includes the Criminal Procedure (Identification)
Act, 2022 that has been made into law; as per
Project 394, it creates “darahased(s) umnecessary
while also infringing on the fundamental rights”.
More recently, the Registration of Births and
Deaths (Amendment) Act, 2023 builds a national
database seeded with Aadhaar, which means data
sharing kiterally from cradle to pyre. It s clear
from a map of gevernment projects, policies and
Laws that all things lead wo a Data Act as the

destination for togal state control.

This tight clasp over our smartphones is
incomplete without the private sector. There is
akso the financial objective - for the digital sector
t contribute a fifth to the ambitious $3 trillion
daollar econamy target by 2030, According to the
National Economic Survey, this may be achieved
by even having the povernment selling our data.
It iz a mistake to term the Dara Act as “lighe touch
regulation” as it provides for vast yet vague
muinisterial discretion. The Unkon Government
can exempt a single company of a class of
companies from compliances or suo mon file a
complaint against them to a Data Protection
Board of India that it constimtes and controls.

Further inspiration seems to have been drawn
from the National Intelligence Law of China,
where it can now demand any “such informarion
as it may call for™ With such a law, the private
sector will perpetually seek the favour of party
wiowrkers, bureaucrats and Union Ministers for
vague compliances, “as may be prescribed”.
Companies will fear a government that can pick
winners and losers in India's digiral market.
Aygain, this follows a path of centralised stare
command where industrial concentration has
alarmed former Reserve Bank of India Depury
Governor Viral Acharya and economist Nouriel
Roubind who warn against select firms as
“national champions”. While a set of glant private
companies may risk economic growth, for the
state, having fewer firms will be easier o control.
These developments coincide with a fall in global
rankings for economic liberty by conservative
centres such as the Cato Institutes” Human
Freedom Index, the Heritage Foundation, and the
Hudson Instituge.

A warning to heed

S0, where does it leave the citizens of India? In
September 2008, nearly a year after its deciskon
on the fundamental right to privacy, the Supreme
Court upheld but ako Emited the Asdhaar
programme. Justice DY Chandrachod, in his
dissenting judgment, drew from Nobel Prize
winning author Aleksandr Solzhenitsyn's
experience in Stalinist Bussia- “The invisible
threads of a sockety networked on blometric data
had grave portents for the future and unless the
law mandates an effective data protection
framework, the quest for liberty and dignity
wotld be as ephemeral as the wind_" This Delphic
warning has achieved a dystopian realisation with
the Data Act. Incremental amendments or
specific rulemaking when in isolation will not
decrease state coercion, as this law is only a
symptom of 8 deeper civic rot. India requires a
wider constitutional reboot on digizal
authoritarianism.
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New Bills and a principled course for criminal law reforms *

he recent introduction of three Bills

transforming India’s criminal laws — the

Bharatiya Nvaya Sanhita to replace the
Indian Penal Code; the Bharatiya Nagarik
Suraksha Sanhita to replace the Code of Criminal
Procedure and the Bharativa Sakshya Bill to
replace the Indian Evidence Act — has ignited a
spectrum of reactions. Amidst what is unfolding,
the challenge lies in ensuring that there is debate
which also leads to productive contributions. As
the Bills have the potential to shape future
criminal law, the issues of sustainability, efficacy,
adherence to the rule of law and justice delivery
capacity are paramount.

Principles of criminal law, in Alan Norrie's
words, are a “site of struggle and contradiction™.
Capturing the collective public aspirations within
criminal law reforms presents a formidable
challenge. The disparities between polarised
popular opinions must be balanced with the
state’s perspective. Criminal law is an instrument
of social control. It moulds and guides us in more
ways than one. The conditioning of stakeholders
and functionaries of the Macaulay-era criminal
law for 163 years undeniably complicates the task
of criminal law reforms .

It is too early to decide whether the Bills will
cause large-scale changes in the legal landscape.
The success or failure of criminal law reforms
hinges on their inception, formulation, resilience,
and far-sightedness. The purported alterations
pale in comparison to the deep-seated challenges
besieging India’s criminal justice system.
Seemingly, the Bills highlight an abundance of
missed opportunities.

Some reformatory measures

At the same time, the assertion that these Bills are
draconian when compared to their previous
iterations lacks merit. Among others, the Bills
exhibit moderative modifications fostering
gender inclusivity and replacement of
anachronistic terms such as ‘unsoundness of
mind’ with ‘mental illness’. There is also a
measured reconfiguration in punishments for
minor and serious offences. Significantly, the
integration of information and communications
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technology applications with the criminal justice
process is noteworthy. Although limited,
innovations such as trial in absentia and the
introduction of community service are
commendable. The exclusion of attempted
suicide and adultery aligns the black letter of the
law with the Supreme Court of India’s decisions.
Notably, the offence of sedition has been
judiciously tempered through the introduction of
culpability constraints. Newly created offences
such as terrorism, organised crime, mob
Iynching, and negligent acts too add novel
dimensions.

The test

The debate on the Bills should not revolve merely
around ascertaining positive or negative
outcomes. Instead, the pivotal concern lies in
ascertaining whether the fundamental tenets of
criminal jurisprudence have been upheld
throughout this process. The trajectory of the
reforms and their operational dynamics remain
uncertain. Nonetheless, the principled
foundation of criminal laws can be examined
methodically. The primary principle for such
adjudication remains the extent to which reforms
address the needs and concerns of those
impacted by criminal justice, especially the
realisation of fundamental and statutory rights.
Considerable critique of criminal law reform
originates from concerns regarding potential
infringements on individual liberties. The
amended laws must strike a balance between
state security imperatives and individual
freedoms. The efficiency of reforms hinges on
their capacity to effectively curtail potential
misuse by functionaries. Criminal laws are
generally detested for their failure to discharge
their function as protective tools for subjects. Law
reforms typically fail on this count.

Second, following the principles of
criminalisation in creating new offences is equally
pertinent. There is a need to study the principled
basis of the harm or the moral/legal offence
caused by such criminalised conduct.

Third, criminal laws in this country further
class divides as the rich and the resourceful get

better access to justice when compared to the
marginalised and the vulnerable. Therefore, the
principles of equality and equitability become
essential checks on criminal law reform.
Arguably, criminal laws confront a crisis of public
trust resulting in legitimacy deficiencies.
Fourth, it is fallacious to assume, without
conclusive evidence to the contrary, that the
populace opposes stringent measures against
terrorists or organised criminals. At the same
time, increasing severity in laws does not ipso
facto instil public confidence in the criminal
justice system. The upcoming Bills, therefore,
face a pivotal challenge in bridging the gap
between rhetoric and reality. The potency of
reforms hinges on the criminal justice system’s
capacity to implement it effectively. Regardless of
their linguistic merit, systemic shortcomings
make numerous legal provisions infeasible.
Finally, the effectiveness of the reforms will also
be tested on the basis of its impact upon the
status of the vulnerable, victims and the poor.

State’s power asset

Over the years, the functionaries responsible for
its enforcement considerably denuded the
essence of the criminal law. The political
executive has invariably sought to wield criminal
law as a pre-emptive tool. Criminal law remains a
strategic power asset for the state. Concepts of
risk, endangerment and dangerousness continue
to contaminate the criminal law jurisprudence.
The proliferation of this preventive approach to
criminal law raises legitimate concerns.

As the Bills are placed before the select
committee for its consideration, it is expected
that this committee will allow greater
engagement to improve the drafts in terms of
language and substance. The space must be
utilised to accommodate greater provisions
concerning victims' rights and participation, hate
crime, bail, sentencing framework and legal aid
in pending Bills. The envisioned criminal law
reforms must foster the rule of law and fortify the
pursuit of justice.

The views expressed are personal
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